Cyber Risks T Marine & Offshore Energy

May 18, 2015

Markus Wahler i Consultant Marine i
Global Marine Partnership

mage: used underlicense from shutterstock.com

I

Munich RE

®@



>
-
(i

I

Munich RE =

Everything I S possi

é b uhow probable is it?



Why now?
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Accumulation Scenarios
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A Global outage of the Internet
A Self-producing Computer Viruses
A Large Cloud Service Provider Scenario

A Outage of critical infrastructure / i.e. Power grid scenarios
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Night Dragon i since 2009 (possibly 2005), hackers from SE Asia (?) have successfully
infiltrated networks of at least a dozen multinational oil, gas, and petrochemical companies
as well as individuals and executives in Kazakhstan, Taiwan, Greece, and the US. Five
firms confirmed the attacks.

Shamoon i detected in 2012 by Israeli security company Seculert. Shamoon
Is a new Trojan found in the Middle East. It has apparently been used in
targeted attacks against specific individuals or companies, including at least
one firm in the energy sector i Saudi Aramco, Saudi Arabia's state-owned
oil-production company.
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Cyber in Marine & Offshore Energy
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A Antwerp
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Possible scenarios in Marine AIMU Munich RE =
Every ship has a back door i eNavigation!

communication lines
| » A

Low probability of
a successful attack

Higher probability with eNavigation
of a successful attack
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What is eNavigation? AU =

I

Munich RE

eNavigation is a Strategy developed by the International Maritime Organization (IMO) to
bring about increased safety of navigation in commercial shipping through better organization
of data on ships and on shore, and better data exchange and communication between ships
and the ship and shore

eNavigation will improve the safety at seal

But a global overview about the international flow of goods is possible!

INTERNATIONAL
MARITIME
ORGANIZATION

Consultant Marine T Global Marine Partnership / Markus Wahler 5/18/2015

8

®



Possible scenarios in Offshore Energy
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Infiltration of the communication network

Higher
Probability
of a
Successful
Attack
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Possible scenarios in Offshore Energy AU Munich RE =
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Business Interruption of offshore unit

Manipulation / destruction of storage facilities and stored goods
Interruption of the supply chain

Manipulation of production

Destruction of production

Oil pollution could happen as a result of the attack

> > > > > > >

LNG interruption of the cooling process
(FLNG, LNG Plant, Transportation)

Probable!
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Effects of cyber attacks to the Marine SINU Munich RE =

& Offshore i Energy Industry

A Estimated cost for the oil & gas industry US$ 1.87 Billion* by 2018

A 40% of all cyber attacks* in the US on critical infrastructure assets in 2012 were directed
against the energy sector
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via Wikipedia - http://en.wikipedia.org/wiki/File:Apdx_F2_-_Aerial_photo_after_explosion.jpg#/media/File:Apdx_F2
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