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This is the biggest transformation of the maritime 

industry since the invention of the sea container - 1956

ñThe Boxò changed the world ïglobal trade, intermodal 

transport, and access to any country

Streamlined the global supply chain ïefficiency and 

optimization 

Connecting shore with the global maritime commons

Information sharing, data collection, remote access and 

maintenance

Efficiency, optimization, and safety

Marine terminal operations with minimal human physical 

exposure

The Digitization of Maritime
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Reliance and dependency on rapidly evolving and 

innovative technologies

Decisions are increasingly enabled by digitization ïchanges 

in the Human-Machine Interface (HMI)

Some decisions are mostly digital with little or no human ñtrust 

but verifyò process, and no ñmanualò option

Some vessel systems are mandated for carriage by the IMO

ïECDIS, VDR, and (soon) BWM 

Cyber is inherently vulnerable

More technology in operations = greater vulnerability

Likelihood of disruptions of significant impact to operations, 

business, and safety is increasing.

Very limited incident data or reports on Marine Physical Loss

The Problem to be Solved 
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éis long-proven and well-known across all other industries, 

so why donôt we call it like it is in maritime?

The Exposure to Cyber Riské
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Words like ñhackò and ñattackò focuses the attention on the 

malicious, but not the big picture.

Limited C-Suite acceptance of maritime cyber as a risk

What reporting will be sufficient to change minds? 

Security and resilience is only as good as the management 

and governance behind it. 

Clause 380 ïHow will excluding losses to cyber disruption 

help the shipowner?

Words Drive Acceptance

"Cyber has not yet presented tangible risk, unlike other 

maritime risks, and does not have sufficient reporting to 

change minds of the shipowners. However, this can be seen as 

a systemic risk, which may require a different approach."

- Loss Prevention Committee member (IUMI) to USMRC, 2015
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Maritime Operational Technology

Modern Navigation Bridge Modern Engine Control Room

Greater Human Dependency/Trust in Technology
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Modern Terminal Operations

Rapid Increase in Automation and Remote Control 
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Maritime Cyber AssuranceSM Research

Evidence-based research is a bottom-up approach 

to develop a platform of verifiable facts from which to 

build Maritime Cyber AssuranceSM strategies

Maritime Cyber Assurance Team (MCAT)

comprised of highly credentialed senior mariners, 

terminal operations professionals, cyber security 

professionals ïintegrated with industry research 

sponsors 

Support and partnerships at the highest levels of 

shipping.



Copyright © 2016 United States Maritime Resource Center, Inc. All Rights Reserved. 10

Results and Achievements

Conducted first penetration testing of an 

automated container terminal 

Cruise line assessment ïfirst for marine systems

Advisory project supporting shipowner and critical 

marine systems OT vendor 

First to develop Cyber Awareness for Mariners 

online training course
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Holistic Approach


