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Todayos Discussi on

* CYBER T The On-Going Evolution - Do we understand the
exposure?

* Does current wording work?

* Understanding Cyber Security and E-Navigation
* The Digitization of Maritime

* The Problem to be Solved and Why We Should Care
* Our Research i the Bottom-Up Approach

* What We Have Found (Understanding the Exposure)
* Case Studies

* Completing the Digital Transformation

* Initiatives

* Regulation Approaching?

* Summary
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This is the biggest transformation of the maritime
iIndustry since the invention of the sea container - 1956

*AThe Box o0 c¢ ha i glabal tradehietermodal | d
transport, and access to any country

* Streamlined the global supply chaini efficiency and
optimization

Connecting shore with the global maritime commons

* Information sharing, data collection, remote access and
maintenance

* Efficiency, optimization, and safety

* Marine terminal operations with minimal human physical
exposure
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Reliance and dependency on rapidly evolving and
Innovative technologies

* Decisions are increasingly enabled by digitization T changes
in the Human-Machine Interface (HMI)

*Some decisions are mostly digital

but verifyo process, and no

* Some vessel systems are mandated for carriage by the IMO
i ECDIS, VDR, and (soon) BWM

Cyber is inherently vulnerable
* More technology in operations = greater vulnerability

* Likelihood of disruptions of significant impact to operations,
business, and safety is increasing.

* Very limited incident data or reports on Marine Physical Loss
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The Exposure to Cyb ecje=SiNge

UNITED STATES MARITIME RESOURCE CENTER
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Words Drive Acceptance

*Words | i ke Ahacko and nattacko focuses
malicious, but not the big picture.

* Limited C-Suite acceptance of maritime cyber as a risk
* What reporting will be sufficient to change minds?

+ Security and resilience Is only as good as the management
and governance behind it.

* Clause 38017 How will excluding losses to cyber disruption
help the shipowner?

"Cyber has not yet presented tangible risk, unlike other
maritime risks, and does not have sufficient reporting to
change minds of the shipowners. However, this can be seen as
a systemic risk, which may require a different approach."

- Loss Prevention Committee member (IUMI) to USMRC, 2015
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Greater Human Dependency/Trust in Technology
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USMRC
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Modern Terminal Operations

Rapid Increase in Automation and Remote Control
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to develop a platform of verifiable facts from which to
build Maritime Cyber AssurancesM strategies

* Maritime Cyber Assurance Team (MCAT)
comprised of highly credentialed senior mariners,
terminal operations professionals, cyber security
professionals 1 integrated with industry research

SponNsors

* Support and partnerships at the highest levels of
shipping.
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Results and Achievements

* Conducted first penetration testing of an
automated container terminal

* Cruise line assessment 1 first for marine systems

* Advisory project supporting shipowner and critical
marine systems OT vendor

* First to develop Cyber Awareness for Mariners
online training course
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Holistic Approach USMRC
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